E = EE'l:E [E22000281] SK

= "
sEcurity

2022 F 05826 H
H-EX & tF1VF %Xt e-Gate 25—

Spring Framework & Spring Cloud Function ORfEgs1%(c DT

Bi=
2022 £ 3 ARISHERVT, Java 7T —23>JL— L0901 Spring [CEEES 255 N AN ELIz.
IBEROLAFNS 1 MEUERBURETOIOMSS BT YA - (IMRALL THLTEHD., e-Gate t
JH-TEARMESS I BAUIRE BRI TEDET .
SEIFZOESSIEDFEH. IREFALRFOEEICOVTRTVWLET .

BRI
2022 £ 3 A 29 Bn'5 3 A 31 HIAERWT. A=T>Y-20 Java 75 —23>IL—L9-ITH3[ Spring ]
DNERZIVR—FINITFIET S 2 DDEARMEFE (CVE-2022-22963 H&LU CVE-2022-22965) H/AREsNn
FUlz, EB5DOMEEEMD. WEEMIED HTTP UVIZMNNUT, YVE—NCI-REETI 288N DD, CVSSv3
(%1) (10 s 9.8 mEFHIINTUVET . CNSDRESEHEE. H—/N EDOIREWS —EZX®07 U —2 a5
93, MIRBITRMNEBERDF T, HHEFHEE I TIHEEN - EREINTVS 8, E2Z (351 -H—
(FRRICPYTTL—RIDHENGDDET . EICOVTIFATFICERE T DK 1 ZIELZEL,
e, 20 2 DO/ESSMHEFERRD I R—F NI T 2ENENER DI THImICTERIZEL,

(1) CVE-2022-22963
[Spring JOY—/)\LAEITIRIETH B[ Spring Cloud FunctionJ(CHF2HE55 4T, SpEL AEssIEEEMTEN
F9. L —TA TR BRICLTVRIBEI(C. VE-MOEENMFEDM LU SpEL (Spring Expression
Language) |ZBRALTH-/N\ETI-REETIBZENTEET . IWENKINT ZL0-NIVIREICHDUY—ZN
TOERENZHENNHDET

(2) CVE-2022-22965
[Spring IOFEBRIVKR-KMD 1 DTIL—LT-I0F#%ER B[ Spring Corel(CHIFBHETBHET.
SpringShell £/z(& Apache Log4j DES5EICERRAT Spring4dshell LEF(ENE Y, IDK9 (Java 9) LUBF
THEITESNTLWS Spring MVC Efzld Spring WebFlux 77U -3 (820 Hh., VE— MOIEENT -\
127420 (%2) ZNUTI-REFEITIBUNTEFT . WENRINTZLEEINLY-/NCI1T> 1L (%3)
A ZR=)EN., E5(CAVY RETEINZHENHHDFET



E = EE'l:E [E22000281] SK

= "
sEcurity

CVEZES |[CVE-2022-22963 CVE-2022-22965
CVSSv3 |9.8 9.8
MEg5 RIS | Spring Cloud Function Spring Framework
ROZHDLETHRIITZES
-JDK 9l E
H—JLyhI>FTFHELTDApache Tomceat

Spring Cloud Function . - O3
WESE R | -3.1.6 WART7AIELTD) T —AE

Kesas | -32.2 -Zirriir;%—\l/:vgtl)nn‘uevvc\:loirf(at spring-webflux EDRTFRI %
-BLUENLEIOSH W -3 53.0 45 5.3.17
-5.2.0 "5 5.2.19
-BLUENUEIoH VW -23>
Spring Framework 5.3 5.3.18_E(CE#H
Spring Framework 5.2 5.2.20B_kICE#

pav. Spring Cloud Function 3.1.7IC%7  |Spring BootZFIFAL TL\315&(ESpring Framework
Spring Cloud Function 3.2.3(C5E%f  |5.3.18(C4k7FL TLVAIedRESS IR LD/ -3V CEH T 3.
Spring Boot 2.6 2.6.6L LICE#

Spring Boot 2.5 2.5.12L k(CE#h

Tomcat 9.0.62 E(CEFHh

(£ 1]Spring (CRDhVofz 2 DO/ESS4E

2021 FERICREVEREEDRA-T>Y—-AD Apache Log4j OREFEIHRIRECDDE, RILKA-T>Y-2DIL
—LAT—=JTH3ISpring ICAERRE DR VBTSN RS EINEUZ. A-T>Y-AVINI17 (LI OSS L&) (&,
ARAE—RE LREOBNTLCERENTSD. BLERLTVSYINIITDOHSDZEB3 CEIRICHEAATNTL
BrHF )T RN AR R T,

S2FLATHFULTVS 0SS ZEHEL. MESSIHEIBIRNMAEEN TORVNEICRIFIDIBIRICTRIZHNENHDET.

FHCHIFALTWS 0S ON—a> %z [ELCEIRL. MESSHENREUSSEE/N -3 Py I 21T IR ERR RN G
hkeb5SNET,

X1:CVSSv3 &l HiBARSS IS 2T AL\ BEARTHIE%E - IRAIRGHIE % - IRl E D 3 DOEAET
IT BmOtF1UTMEsSIEOFRREZHIAURMETY . BRI AT AOMESSIEICH 24 —T> TRANBIHMEFET.
0.0~10.0 OFEE (ENKREVNFERH)) TRAIEZAI7IELTVEY,

X2:T=ANA2T42T R TIVT—23>DI-FA2FT1—-RE T—FY - RO DS 2L S 2UURDIET
¥ T-AINEENBEEENIC) A2 RIENTVSES—ACERRENET

%3:91731)bE(dE Web B—/NTHUTEROINY ROEITZEIRECT 2/ \WIRTD 1 FETY . WEE RO
—NEITTZINEAVAP=IFBIEICED, H—NEZIE=PRTIRIEI BIENTEET,



=E 'Eate [E22000281] 5~K

sEcurity

3. =HERA

KHEFHEN NN TR, BRAZHAIBENSHIREEINTVET, FTE. CVE-2022-22965 DHESE 4%
BRI EOHITNERLIOTVET,

N> RYA70(&. AREs5EZBRALTY—/NICI Mirai |2 BRREEIWENHSNIERELTVET . [Mirailld
2016 LRV TOS BRI T. Web IXATWIL—F—1RED [oT #ErziRmEIaYILITI T, BRUM [oT #
BREE>TERRIMNY by M ZRZBLLZ DY by NMCHERZH 9 L T DDoS E#ITVE T,

e, B EBAL. IREBEZYA =233 II 7 14 R4 — [[CRRI I WESBHIEHRINTLE
G o MM IRAFT—(IRRETDENAZTYIRDIHIC CPU IREDYY—RZENN TUEIzoimR DILIBEE I ME T UL
WERECEDS Y ML TUEIT-REHDET .

4. e-Gate 25 —(CHITBIBMBIRIDHERS
e-Gate >45—TI& [Spring |DAESEMHZ DVWVINEZEVAIL THDE T, MEssENFEEINTHS 4 B 27 BICH
[FTOXRIERIEINIUERLTVEIN, 4FHC CVE-2022-22965 (CBHET B/ NMIBAUTIIMKALL TEVMRFNIER
HEIFLTOET, BIROIED, COMEESEEBRAUNIITPADRBRZ R A I MEEIRETNTHD., SEUIESEEK
EDIRINENRT T DEFERENILHERNNE T, EROHEBEAKERN 1 LRDET,

600%

500%

400%

300%

200%

100%

0%

3/31-4/6  4/7-4/13  4/14-4/20 4/21-4/27  4/28-5/4  5/5-5/11

= CVE-2022-22963 CVE-2022-22965

[ 1)e-Gate T2 A—(CHIFRUEANRY NI DHERS
(3/31-4/6 OHARIDICVE-2022-22963 J(CRHET 31> MEF1E%Z 100%ELTEL)

5. 255k
TrendMicro
Spring4Shell (CVE-2022-22965) Z&EAURY by M Mirai JOIREZEDR
https://blog.trendmicro.co.jp/archives/31044
Spring4Shell (CVE-2022-22965) ZEBAULIA>NAF—DIREZEVA
https://blog.trendmicro.co.jp/archives/31203



https://blog.trendmicro.co.jp/archives/31044
https://blog.trendmicro.co.jp/archives/31203

E = EE'l:E [E22000281] SK

= "
sEcurity

VMware
CVE-2022-22963: Remote code execution in Spring Cloud Function by malicious Spring Expression
https://tanzu.vmware.com/security/cve-2022-22963

Spring Framework RCE, Early Announcement
https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement

6. e-Gate DEERY—ERICONT

e-Gate OtF1)THEHERERY -EXTE. 24 5[ 365 H. U7IIALATEFIUT 0T DB ANEERZ1TOT
BOFEF HAN-WEADOMREL TEF VT2 2B A T 2I55 . TNOOHERDERERZITV. BENKENE
SHOTHT. HkzL T, CFa)T11> 37> MREERHSEYICSTU TERLIICTIENEETY ,, e-Gate Dtz+1U7
(ESRY-CR2TERVELEEFI L. R TF YT 3T Y NIIGH I REERDE T,

Ffz. e-Gate DIEIEMHZHTY —EATIE. BEZRDI AT AICTETET MBI MEZZEIL. REBINIEURINDIIER
RS TVRVWTHEDET,

ESRY —EXDMEss MY —ER2 ERVEREE T L, TF 1T 70 MOREZ TS, FeRERICETLUR
RIFAHETEER s, WRIAXAMOEEZINZ B ENTEET,

matF7H-t2 B-Gate
SSK (U—EX&tF1UFkiatt) N 40 LU ECE>TERE LFCERIIT ERD/D\D JERFDAVYRTHE
FEURDREA SOC e-Gate T4 —"1, CD 2 DEMEIHBLICIDBEZEDEIRTF1)7T1 2% M—=F)UTHR—
N 20h' SSK D“e-Gate"H—EXTT, e-Gate T2 H—Z1%ELTAM - EREER - WERSAREWVS 3 DOY—ER%ZH#H
(CEBMOEFIVFH-EAZEEALTVET,
(2% URL]
https://www.ssk-kan.co.jp/e-gate/



https://tanzu.vmware.com/security/cve-2022-22963
https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement
https://www.ssk-kan.co.jp/e-gate/

S SSK
e 'Eate [E22000281] Rm;ew,u,

XARERNCFEHNEIRURVE=ETA MOUZINEENTVET , YA MOBITFHERSRACHRE S TITFIRIZE L,
USOFEDISTIYETERL R, HIFRSNIHENHNET
X\ R YATLE BRBE—RICRHOERER FLEERTT.

«BHESB%» ( SK
H-ER&tF 1T RS -

+150-0011 s€rvice + s€curity
RREESXE3ITH 14&F 155 MOLEI 2F
TEL 03-3499-2077

FAX 03-5464-9977

sales@ssk-kan.co.jp



mailto:sales@ssk-kan.co.jp

